McAfee

Protect what you value.

PCl Peace of Mind from McAfee

Certification from the world’s largest dedicated security company and PCI-

approved scan vendor

Tens of thousands of organizations around the world trust McAfee to audit their PCl compliance
status. McAfee PCI Certification Service includes scanning, remediation assistance, technical support,
self-assessment, and validation of your compliance status. The service is easy to use and specially
designed for Level 2, 3 and 4 merchants that need to successfully and confidently complete PCI

certification.

KEY ADVANTAGES

Simple, Reliable, and
Affordable PClI Compliance

e Automated quarterly and on-
demand scans

¢ Receive full vulnerability
remediation support from
certified security specialists

¢ Get assistance completing
the online self-assessment
questionnaire

¢ Take advantage of unlimited
telephone, email, and online
technical support

e Payment Card Industry (PCl)
security policy sample

¢ Satisfy auditors with proof-
of-compliance reports

¢ This affordable service starts
from $319 per year

Data Sheet

When you need to meet PCl compliance, turn to McAfee

The payment card industry’s response to the overwhelming number of credit card data thefts
by hackers was the development of the Payment Card Industry Data Security Standard (PCl
DSS). All organizations that capture, process, or store credit card data must demonstrate proof
of compliance. The McAfee PCI Certification Service provides step-by-step guidance and real-
time analysis of your compliance status, so that you can successfully navigate and complete the
PCI DSS requirements.

Use a wizard to make PCl compliance easier and faster

Working directly with Visa International, we developed a unique, accurate, and easy-to-

use online “PCl Wizard” that makes PCI compliance more affordable and more reliable for
organizations of all sizes. With the PCI Wizard, you can quickly complete all requirements with
confidence. Complete your self-assessment questionnaire (SAQ), automatically initiate on-
demand scans for vulnerabilities and even generate the necessary PCI compliance reports and
documentation. You'll also have access to McAfee Technical Assist, which includes extensive
and unlimited online, telephone, and email support.

Cost-effective and reliable

McAfee PCI Certification Service starts at $319 per year, including scanning of up to four

IP addresses. While we expressly designed our full-service PCI Certification Service for
organizations with less than six million payment card transactions per year (PCl Levels 2, 3, and
4), we also help larger organizations meet their PCI obligations (including conducting Level 1
on-site audits) through McAfee Foundstone Services.

How well does McAfee’s PCI Certification Service work? McAfee currently operates co-branded
PCl compliance programs through partners such as Visa, PayPal, CyberSource and the U.S.
Council of Better Business Bureaus, to manage the enrollment of more than 250,000 merchants
and third-party service providers worldwide. Tens of thousands of organizations around the
world—from government agencies and online retailers, to nonprofits and manufacturers—trust
us to audit their initial and ongoing PCl compliance status. In addition, Visa trusts us as the
exclusive provider of Visa-branded PClI validation services in over 70 countries.
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Interactive wizard

e The Wizard assists you in completing the self-assessment questionnaire with explanations of
each question and provides suggestions for meeting each requirement

e |t also provides a work-flow methodology for tracking issues and delegating them to the
proper personnel within your organization

Configuration of network and website scanning

e Properly enroll your company’s domains and IP addresses, launch on-demand scans as
needed, and access full remediation support.

Assistance preparing required PCl compliant security policy

e Our sample policies and implementation guidelines greatly simplify the overall compliance
process and help you maintain an approved information security policy, as required by the
PCI DSS

Produce certificates of compliance

e Securely download your Certificate of Compliance in HTML or PDF format. Document lockers
are available for secure access.

e Merchant banks can even view your Certificate of Compliance online

Find the Data Centralize Da@a into Move Location of Data Storage
One Location to Your Payment Processor
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